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1. Explain the concept of Synchronous and Asynchronous Communication
Synchronous and asynchronous communication are two paradigms that define how data or messages are exchanged between systems or users over a network. 
In synchronous communication, both parties are engaged at the same time and the exchange of information occurs in real time. A typical example of synchronous communication is a video call or live chat, where immediate feedback is expected. This type of communication requires both sender and receiver to be available at the same moment, which can be limiting in distributed systems.

Conversely, asynchronous communication does not require both parties to be present simultaneously. The sender can transmit a message, and the receiver can view and respond to it at their convenience. Examples include email, message queues, or forum posts. This model is often used in systems where operations can happen independently and at different times, improving scalability and flexibility in networked applications.
2. Explain DOM
The Document Object Model (DOM) is a programming interface provided by browsers that represents the structure of a web document (typically HTML or XML) as a tree of objects. Each element, attribute, and piece of text in a web page becomes a node in this tree. Developers can interact with and manipulate the content, structure, and style of web pages using languages such as JavaScript. For example, a developer can use JavaScript to dynamically change the text in a paragraph, add or remove elements, or respond to user events such as clicks and form submissions. The DOM acts as a bridge between web content and programming languages, enabling the creation of dynamic and interactive user experiences.
3. Sessions and Cookies
Cookies and sessions are two mechanisms used in web development to manage user data and maintain state across the inherently stateless HTTP protocol. A cookie is a small piece of data that a server sends to the user's web browser, which is then stored on the client side. Cookies are often used to remember user preferences, login credentials, or track user activity across sessions. For instance, when a user checks 'Remember Me' on a login form, a cookie may be used to store the user's authentication token so they don't have to log in again on their next visit. Cookies can be persistent (lasting for days or months) or session-based (deleted once the browser is closed), and they typically have a size limit of around 4KB.

On the other hand, a session is a server-side storage mechanism that allows the web server to keep track of a user's data throughout their interaction with the website. When a session is created, the server assigns a unique session ID, which is usually stored on the client side as a cookie or passed in the URL. This ID is used to retrieve the corresponding data from the server's memory or storage system. Sessions are considered more secure than cookies because the actual user data is stored on the server, not exposed to the user's browser. Sessions are ideal for storing sensitive or temporary information such as user authentication status, shopping cart contents, or form data. Typically, a session expires after a period of inactivity or when the browser is closed.

In summary, cookies are client-side and often used for long-term state persistence, while sessions are server-side and better suited for temporary or secure data handling.
4. What is Malware
Malware, short for malicious software, refers to any software intentionally designed to cause damage to a computer, server, client, or computer network. It encompasses a wide range of hostile or intrusive software, including viruses, worms, Trojans, ransomware, spyware, and more. Malware can steal sensitive information, delete or corrupt files, disrupt system operations, or allow unauthorized access to systems. It is typically spread through infected email attachments, malicious websites, software downloads, or vulnerabilities in operating systems and applications. Protecting against malware requires a combination of updated antivirus software, firewalls, cautious user behavior, and regular system updates.
5. Differentiate between Viruses, Worms, Trojans, Ransomware and Spyware
• Viruses: A virus is a type of malware that attaches itself to a legitimate file or program and spreads when the infected file is executed. It often replicates itself and can corrupt or delete data, slowing down or crashing systems.

• Worms: Unlike viruses, worms do not need to attach themselves to existing programs. They self-replicate and spread through networks, often exploiting vulnerabilities to infect other systems. Worms can consume bandwidth and system resources.

• Trojans: A Trojan horse appears to be a benign or useful program but secretly performs malicious actions once installed. It does not replicate but can create backdoors for attackers to access systems or steal data.

• Ransomware: This type of malware encrypts a victim’s files and demands payment (a ransom) for the decryption key. It can cause significant data loss and financial damage if backups are not available.

• Spyware: Spyware covertly monitors user activity, collects personal information such as passwords, keystrokes, or browsing habits, and transmits it to a third party, often without the user's knowledge.

	Type
	Description
	Spread Mechanism
	Effect

	Virus
	Attaches itself to legitimate programs/files and replicates when run
	Via infected files or executables
	Corrupts or deletes data; slows system

	Worm
	Self-replicates and spreads independently across networks
	Through network vulnerabilities
	Consumes bandwidth; spreads rapidly

	Trojan
	Disguised as legitimate software to trick users into installing it
	Via downloads or email attachments
	Creates backdoors; steals data

	Ransomware
	Encrypts user data and demands payment for decryption
	Phishing or vulnerabilities
	Locks out users; demands ransom

	Spyware
	Secretly gathers user information without consent
	Bundled with software or phishing
	Tracks activity; steals passwords and data



